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36.Administrator Tools

This chapter explains how to setup Administrator Tools.
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Administrator Tools

36.1. Overview

Administrator Tools allows storing the data of [User Accounts], [USB Security Key], [e-Mail
SMTP Server Settings], and [e-Mail Contacts] to USB. With EasyBuilder Pro user accounts and
e-Mail function, the data built can be imported to HMI by Function Key object set to “Import
user data / Use [USB Security Key]”. The portability and convenience is greatly improved.

Launch Administrator Tools, select the check boxes in [Save] column to enable the selected

functions introduced in this chapter.

I Administratar Tools @
Save Contents of the TEE data
N ier Acoounts
TEB Becurity Key
e-badl M TP Server Settings
e-pladl Contacts
Save to folder -

36.2. User Accounts

36.2.1. User Accounts Settings

Select [User Accounts] check box and complete the relevant settings.
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3 Administrator Tools @I
Save Contents of the USB data
» User Accourts
] 1USB Security Key
(=] e-Mail SMTP Server Settings
(=] e-Mail Contacts
User Account Settings
Na. Secret User name Password Class A Class B ClassC Class D ClassE Class F Clas
1 F oot 001001 B ] =] ] [}
< 1 | C
Add l l Remove [ Import... ] l Export... I
Effective Time
[ Restrict the using terms
Sep /09/2013 10:51 ~  |Sep/D3/2013 10:51 l Save to USB ‘v
Help Topics
Settings Description
Secret Select the check box to set secret accounts.
User Name Sets User Name. *Note 1
Password Sets User Password. *Note 1
ClassAtolL Sets user privilege.
Add Adds a new account. *Note 2
Remove Deletes an existing account.
Import Imports user account data.
Export Exports user account data.

Effective Time

If [Restrict the using terms] is not selected, it is
available to import data anytime.

If select [Restrict the using terms] check box, and set
an effective time period, the importing of data to
HMI can only be done in the time limit specified.
When time expired, data cannot be imported, please

reset the data with this tool again.

Save to USB

Saves data to USB. To save to a specific folder, click

“w” button and select “Folder”.

Sawve to USE -

¥ USB
Folder
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@ Note

1. Only allows letters, numbers,

o -n “o n

or “_”, case-sensitive.

2. A maximum of 127 user accounts can be added.
36.2.2. Steps to Set User Accounts

1. Click [Add] to create a new account. Click [Remove] to delete the selected account. Select
[Secret] check box to define the account as a secret user. Type in [User name] and

[Password] and check the privilege from [Class A] to [Class L] check boxes.

User Account Settings

Wo.  Secret  Tsername Password Clash  ClsBE  ClsC ClassD  ChsE ChsF Cls
y 1 ] Kevin 001001 1 ] [ |
2 Fiona 002002 ] =] |
3 [ Kate 0032003 E =] =] |
4 Barry 004004 0 ] ] 0 |
5 [ Susn 005005 E =] =] =] & |
fi [ Caey 006006 ] =] & & [} |
7 [ Paul 007007 & & |
8 Ted 002008 ] & [} |
g [ Jm 009009 1 = =] | [ |
10 ] Mark 010010 1 =] |
4 - e G
l Add ] l Remove l ’ Import... ] l Export... l

2. To back up the data, click [Export]. Click [Use Password] to protect the data, next time

when click [Import] to import the backup data, a password is required.
@ Save As @I
Savein: 3 Documents b @ ? # El'

I Mame = Date modified

&y -
e Mo items match your search.
Recent Places

Desktop
w=nll
Libraries

"

o

Computer

.
L ¢ [ m = b
Metwork

File name: UA_File eua -

Save as type: EasyBuilder User Accounts v] [ Cancel ]

Use Password
123456

3. If under [Effective Time], the [Restrict the using terms] check box is selected, only during

the specified time period can the users import account data to HMI. If not selected, users
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can import data to HMI at any time.
Effective Time
[¥] Restrict the using terms

Sep/09/2013 10:51 [= % ~  |Oct/09/2013 00:00[ > (5

4. When finished, click [Save to USB], select the location of USB and then click [Create]. If

successful, the “Generated successfully!” message is shown.

‘ Save to USB ‘ -

)

Save to USE &

Select your USE device

[H:‘n, -
If your UEE device is not displaved, click HERE

]

Administratar Tools @

| Generated successfully !

36.2.3. Steps to Import Accounts Using EasyBuilder Pro

The following steps explain how to create a Function Key to import data in EasyBuilder Pro.
1. Select “Import user data/Use [USB Security Key]” in Function Key setting dialog box, and
then click [Settings].

(@) Import vser data'Use [TSE Security Kev)

2.  Under [Function mode] select [Import user accounts]. Select the device that stores the
data in [Data position]. Select [Overwrite] under [Account import mode]; HMI will only
store the account data imported this time. Select [Append], HMI will store the accounts
imported this time and those already exist. Select [Delete file after importing user

accounts] check box to delete the source files after importing.
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Data position

) 5D card

Function mode

) Overwrite

@ Import user accounts

(0) Use [USB Security Key] to Login

@ USB disk

Account import moda

@ Append

() Import e-mail settings and contacts

[V]\Delete file after importing user accounts

[ oK

Cancel ]

using Function Key. Please confirm your internet connection.

36.2.4.

1.

2.

Click the icon to download the demo project that explains how to import user accounts by

Steps to Import Accounts to cMT/cMT X HMI Using EasyWeb 2.0

After creating the account data, click [Save to folder] to save it as a UserAccounts file.

Fl Administrator Tools

Save Centents of the USE data
» User Accounts
0 USE Security Key
0 e-Mail SMTP Server Settings
0 e-Mail Contacts

User Account Settings

Password
001001
002002
003003
004004
0035003
006006
007007

Mo,  Secret User name
1 001001
002002
003003
004004
(05005
006006
Q07007

]

oooEEE

Class A Class B ClassC  ClassD ClassE  ClassF Class G Class H 1

EEEEEEE
BISISISISSIE

EEEEEOO

EEEEOOO

EEEOOEOH

1

Add l l Remave

Effective Time

D Restrict the using terms

a4l AB A7 15425~

Help Topics

2e4! AH A7 154207 5

EREOOOoOO

=5

EOoOoOoOoOoO
o

Import... ]

Save to folder
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the import will fail, but the [Reset database] option can be selected to overwrite and
successfully import the file.

+ - o
security W & B8Rs
HMI Name: Date/Time: & admin v -

\ © cMT-FHDX-220 '

EasyWeb 2.0
Enhanced Security

@ ssem

T Network Import User Accounts

=8 Project Resel database?

Enhanced Security

Drop file here or click to upload

[& UserAccounis

Update

3.  Onthe Account page, click [Save] to add the user accounts to the HMI.

+ - o
proj b & =88z
Account
\ ® cMT-FHDX-220
EasyWeb 2.0

Add Account Save

@ ssem

Passwor

ID  Hide Account A B c D E F G H

FJ Network d

= Progecd 1 admin 111 v v v v v e e e
2 001001 001001 v
3 002002 002002 v

Enhanced Security

4 003003 003003 v v v
5 004004 004004 v v v
6 005005 005005 v v v v
7 006006 006006 N Y N
8 007007 007007 N Y N
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36.3. USB Security Key

36.3.1. USB Security Key Settings

With the predefined user login information, the USB Security Key can be used to log in directly.

3 Administrator Tools

= User Accourts

Save Conterts of the USB data

=

» [USE Securty Key

O
O

e-Mail Contacts

USE Security Key

Effective Time
Restrict the using terms

Sep/09/2013 10:51 = [

Help Topics

e-Mail SMTP Server Settings

User name :

Oct /09/2013 00:00[= =

Saveto USB ‘ -
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Settings Description

User Name Sets User Name. *Note 1

Password Sets User Password. *Note 1

Confirm Confirms User Password.

Effective Time Logs in using USB Security Key during the specified
time period. If not specifying Effective Time, log in at
any time.

Save to USB Saves data to USB.

@ Note

1. Only allows letters, numbers,

o -n “o n

or case-sensitive.

pu—

36.3.2. Steps to Set USB Security Key

1. Type in the existing user name and password. Type the password again in [Confirm] field
for password confirmation.
LISB Security Key

User name :  Tony
Password:  ees

Confirm: weee

2. Under [Effective Time] if [Restrict the using terms] check box is selected, only during the
specified time period can users log in using USB Security Key. If not selected, users can log
in using USB Security Key at any time.

Effective Time

Restrict the using terms

Sep/09/2013 10:51 [= % ~  |Oct/09/2013 00:00[ > (5

3.  When finished, click [Save to USB], select the location of USB and then click [Create]. If

successful, the “Generated successfully!” massage is shown.
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‘ Save to USB ‘ - ‘
Save to USB @
Select your USE device
[H:\ -

If your TR device is not displaved, click HERE

Administrator Tools @

| Generated successfully !

36.3.3. Steps to Set USB Security Key Using EasyBuilder Pro

The following steps explain how to create a Function Key to enable USB Security Key in

EasyBuilder Pro. By touching the object, the USB Security Key is enabled for login.

1. Select “Import user data/Use [USB Security Key]” in Function Key setting dialog box, and
then click [Settings].

@ Import vser dataTse [TEE Security Kew)

2. Under [Function mode] select [Use USB Security Key to Login]. Select the device that

stores the data in [Data position].

==

Function mode

(&) Import e-mail settings and contacts

(@ Import user accounts

@ Jse [USB Security Key] to Logire

Data position

(©) 8D card @ USB disk

OK ] [ Cancel
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Click the icon to download the demo project that explains how to enable login using USB

Security Key by using Function Key. Please confirm your internet connection.

36.4. e-Mail SMTP Server Settings

Select [e-Mail SMTP Server Settings] check box to complete the relevant settings.

5] Administrator Tools @
Save Contents of the USB data
=} User Accourts
=] 1USB Security Key
» [&-Mail SMTP Server Settings
= e-Mail Contacts
Mail Settings
SMTP Server :  smip.example.com
Port: 25 Sender information
User name :  eMT3000@example.com Name : | eMT2000
Fassword s | sesses Mail address :  eMT3000@example.com
Confirm: essses
[¥]Log on using Secure Password Authentication (SPA)
[¥] Use the following type of encrypted connection
TS -
Save to USB ‘v
Help Topics
Mail Settings Description
SMTP Server Specifies SMTP Server.
Port Specifies SMTP Server port number.
User name User e-mail account name.
Password User e-mail account password.
Confirm Confirm user e-mail account password.

Sender Information

Description

Name The sender name displayed when mail received.
Mail address The sender address displayed when mail received.
Save to USB Saves data to USB.

36.4.1. Steps to set e-Mail SMTP Server Settings

1. Set the settings as shown in the following figure.
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Mail Settings

SMTP Server :
Fort:

User name :
Password :

Confirm :

2.  When finished, click [Save to USB], select the location of USB and then click [Create]. If

smtp.example, com

25 Sender information

MName :
eMT3000@example. com EMT3000

R Mail address :  eMT 3000 @example.com
(IXX1 Y]

Log on using Secure Password Authentication (SPA)

Uge the following type of encrypted connection

TS -

successful, the “Generated successfully!” massage is shown.

‘ Save to USB ‘ -

)

Save to USE @

Select your USE device

[H:‘n, -

If your UEE device is not displaved, click HERE

]

Administratar Tools lé]

| Generated successfully !

36.5. e-Mail Contacts

36.5.1. e-Mail Contacts Settings

Select [e-Mail Contacts] check box to complete the relevant settings.
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5] Administrator Tools @
Save Conterts of the USE data
= User Accounts
[} USB Security Key
e-Mail SMTP Server Settings
3 [e-Mail Cortacts
Contacts
No. of groups: 1 =
Group information
Contact Name Mail Address Current group :
Johin Doe jdoe @example.com o -
Smith Doe sdoe@exmaple.com Eesamti) 0asc Contacts
John Smith jsmith @exmaple .com Cortact Mai Address
Mary Smith msmith@example.com John Doe  doe@example com
- Smith Doe  sdoe@exmaple.com
Fs
Add ] l Remove [ Import... ] [ Export... ]
Save to USB ‘ -
Help Topics
Settings Description
*
Add Adds a new contact. *Notel
Remove Removes a contact.

No. of groups

The number of groups. *Note2

Current group

The name of current group. *Note3

Description Group description.
Import Imports contact information.
Export Exports contact information.
Save to USB Saves data to USB.

@ Note

1. A maximum of 256 contacts can be added.

2. A maximum of 16 groups can be added. (Group A to Group P)

3.  From Group A to P, when [No. of groups] is “1”, only Group A will exist, when added to

“2”, Group A and Group B will exist, and so on.

4. UTF-8 characters are allowed in contact names.

36.5.2. Steps to set e-Mail Contacts

1. Click [Add] to add in all contacts.
2. Addthe contacts to Group A, the added contacts are displayed in red font.
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3.

) Administrator Tools \EI
Save Contents of the USB data
= User Accounts
= USB Security Key
e-Mail SMTP Server Settings
» [e-Mail Contacts
Contacts
MNo. of groups: 1 =
Group information
John Doe jdoe@example.com .
Smith Doe sdoe@exmaple .com BescElE) Dasic Contacts
John Smith jsmith @exmaple.com Contact Mail Address
Mary Smith msmith @example .com John Doe  jdoe@example.com
Smith Doe  sdoe@exmaple.com
Add ] [ Remove [ Import... ] [ Export... ]
l Saveto USE ‘ - l
Help Topics

Press the up or down arrows of the spin box of [No. of groups] to add new groups. If add
to “2”, Group B can be found. Repeat step 1 and step 2 to add contacts into groups.

Contacts
Mo. of groups : 2 =
Group infarmation
Contact Name Mail Address Current group : ler B ']
John Doe jdoe@example .com
) Description : Group A
Smith Doe sdoe@exmaple.com oup
John Smith ismith@exmaple com Cortact .. Mail Address
Mary Smith msmith@example.com John Smith  jsmith@exmaple.com
- Mary Smith  msmith@example.com
==
’ Add ] ’ Remove ] [ Import... ] ’ Export... ]

After adding all the e-mail contacts, click [Export] to back up the data for future use and
modification. Next time when needed, click [Import] to import the backup data.
When finished, click [Save to USB], select the location of USB and then click [Create]. If

successful, the “Generated successfully!” massage is shown.
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Save o UEB

]

Save to USE Iﬁ
Select your USE device
[H:\ -
If vour EE device iz not displaved, click HERE

]

Administrator Tools

|

| Generated successfully !

36.5.3. Steps to Import e-Mail Settings and Contacts Using EasyBuilder Pro

The following steps explain how to create a Function Key to import e-Mail contacts.

1. Select “Import user data/Use [USB Security Key]” in Function Key setting dialog box, and

then click [Settings].

2.  Under [Function mode] select [Import e-mail settings and contacts]. Select the device that

stores the data in [Data position].

Function mode

@ iImport e-mail settings and contacts

Data position

©) SD card

() Import user accounts

(©) Use [USB Security Key] to Login

@ USB disk

==l

0K

) (

Cancel

]

=4 Click the icon to download the demo project that explains how to import e-mail settings

and contacts by using Function Key. Please confirm your internet connection.
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